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File  Help

Select a server below or click Discover Servers. Variable Details | Process Values | Alarms & Conditions

+ Discover Servers D}' "_ﬁ

Display name Browse name Type Data Type Description Node Class Process Value Access Level OPC browse path Node Id Sen|

< AspenTech InfoPlus21 OPC UA Server

ope.tepy//win-kriijoakbr:63500/InfoPlus21/OpeUa/Server [SignAndEncryptBasic128Rsa15:Binary]

ope.tepi/win-krtij6oakbr63500/InfoPlus21/OpcUa/Server [Sign:Basic256:Binary]

ope.tepi/win-krtij6oakbr63500/InfoPlus21/OpcUa/Server [None:NoneBinary]

httpi//win-krtij6oakbr63501/InfoPlus21/OpcUa/Server [SignAndEncrypt:Basic128Rsa15:Binary/Xmi]

http:/fwin-krtijBoakbr:63501/InfoPlus21/OpcUa/Server/Basic256 [Sign:Basic256:Binary/Xmi]

viv|v]v]v|y X

http:/fwin-krtijBoakbr63501/InfoPlus21/OpcUa/Server/None [None:None:Binary/Xml]

Exception x

93 BadSecurityChecksFailed ‘Errer received from remote host: Could not
&7 verify security on OpenSecureChannel request.’

XBEXENERMET —ME A Aspen OPC UA Explorer ## IP21 OPC UA fR&==:(9%1F .

& EAE RS

1. 7FJ5 UA Configuration Tool
2. il Find #1 browse #4151 %] C:\Program Files\AspenTech\AspenOPCUAExplorer |
FTFF “AspenTech.UA.Client. AC.OPCUAEXxplorer” | s5ifi oke.

o Select Application Executable File x
= v A « AspenTech » AspenOPCUAExplorer » v 0 Search AspenOPCUAExplorer 2
Organize * Mew folder = [ @

Marne Date modified Type
#r Quick access
Content B,/4/2019 9:24 PM File folder
I Desktop 4 ] _
Data B,/4/2019 9:24 PM File folder
'_' Downloads Resources 6/4/20199:24PM  File folder
= Documents  # Skins 6/4/20199:24PM  File folder
=/ Pictures - W), AspenOPCUAExplorerHtmIHelp 47372019 9:33 AM Application
[ This PC @ AspenTech UA.Client. AC.OPCUAExplorer 1720191018 AM Application
o [85] Opc.Ua.CertificateGenerator 51172018 9:22 AM Application
E_}' Metwork
£ >
File name: v| Executable Files (*.exe) e
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o5l Modify Application Information — O X
Application Name |hspenTech.U.ﬂ.Client.ﬁC.OF‘CUAE:qJIorer

Executable File |C:\Progmm Files'Aspen Tech AspenCOPCUAEplorerAspenTech. UA Client AC OPCUAEplorer exe | Browse
Corfiguration File |C:\Progmm Files\Aspen Tech \AspenQOPCUAEplorer Aspen Tech. UA Cliert AC OPCUAExplarer Corfig xml | Browse
Certificate |CN=ﬁspenTed1 InfoPlus.21 OPC UA Explorer, DC=WIN-KRTIJBOAKER | Browse
Trust List |[Diredor)r]'hﬂommonﬁpplicationData‘l\O PC Foundation“Certificate Stores \LUA Applications | Browse

manage the cortents of trust list.

This dialog specifies the location of the information needed to corfigure security for a UA application. The corfiguration file is the file used by the application to
store its security settings. This configuration file can be read by this tool if it conforms to the ApplicationConfiguration schema used by the OPC UA NET SDK. If it
iz not known or it uses an unknown schema then the application cerificate and trust list must be specified manually. Once this is done the toal can be used ta

OK

3. fiti Find 1 browse #4115 i %] C:\Program Files\AspenTech\infoPlus.21\db21\code | 4T

JF “IP210pcUAServerHost” | .7 ok.

Cancel

- Select Application Executable File

€ v A « InfoPlus.21 » db21 + code »
Organize - Mew folder
Mame
3 Quick access — -
I Desktop P [85] IP21AccessWinService
[l ip21alert
B load
¥ Downloads il IP21DA_Server
Documents 4l 1p210pcUAServerHost
(] Pctures #* (=] IP21ProcessPrioritySettings
E Thiz PC e ip21Profiler

IP21QuickStartTutorials
I_ﬂ' Metwork [#5] IP21Rename

[8=] IP21RepositoryMetrics

[z] ip21Repository Transfer
[5] IP215erviceHost

[8=] IP215Subscriptioninfo
<

File name: |IP210pcUAServerHost

>
w | @ Search code 2
= 1 @
Date modified Type "
FE e
1/17/2019 1017 AM  Application
1/17/2019 1017 AM  Application
17/2019 1017 AM - Application
17209 1017 AM - Application
1/17/2019 1017 AM  Application
1/17/2019 1017 AM  Application
17,2019 1017 AM - Application
1/17/2019 1011 AM  Application
1/17/2019 1017 AM  Application
1/17/2019 1017 AM  Application
17291017 AM - Application
1/17/2019 1017 AM  Application W
>
- | Executable Files (*.exe) W
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ol Modify Application Information — O *

Application Mame IF‘.-_'-"IIZIZI clJAServerHost

Executable File |C:'\ng|am Files"Aspen Tech nfoFlus 21'db21zcode P 210pc UAServerHost exe | Browse
Configuration File |C:\Prog|amData\AspenTech\lrrfoF‘Ius.21\db21\groupZED\dsk_opcua_sewer.opcua.u:orrfigml | Browse
Certificate |CN=.ﬂnspenTed1 InfoPlus21 OPC UA Server, DC=WIN-KRTIJBOAKER |
Trust List |[1|'tﬁndow5]LocaIMad1ine\Uﬁ Applications |

Thig dialog specifies the location of the information needed to configure security for a UA application. The corfiguration file is the file used by the application to
store its security settings. This configuration file can be read by this tool i it conforms to the ApplicationCorfiguration schema used by the OPC UA NET SDK. it
iz not known or it uses an unknown schema then the application certificate and trust list must be specfied manually. Once this is done the tool can be used to
manage the contents of trust list.

oK Cancel

4. i “Manage Applicaton” &I | % IP210pcUAServerHost | £id7 “View Application
Certificate” | s Export FRiE F50RA7 B F AR T7

5. i “Manage Applicaton” T | i£$ t AspenTech.UA.Client. AC.OPCUAEXxplorer | A
i “View Application Certificate” | ity Export HoKE ik - A7 25N 7

6. & “Manage Security” &Ik | %% IP210pcUAServerHost | fiilr “select Certificate to
Trust” | i%£# %CommonApplicationData%\OPC
Foundation\CertificateStores\RejectedCertificates | X{i; “AspenTech InfoPlus.21 OPC UA
Explorer” | 5. OK | F-k 4.1 OK.

¥ Manage Certificates in Certificate Store -

Location
Store Type Directory ~

Store Path ‘.:",.Ec:mmcun. plicationData%\OPC Foundation'\Certificate Stores'\RejectedCertificates B
Filtters

Subject Name |

Domain |

lssuer Name |

Cerdficate Type [ Application [ Certfficate Authority [ ] Seff-signed [ lssued by CA
Has Private Key []

Name Type Private Key  Domains Ui Walid Until
AspenTech InfaPlus.21 OPC UA Explarer End-Ertity Mo WIN-KRTIVEOAKER umiocalhost:AspenTech:InfoPlus 21:UA:Explorer  2068-05-14
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Select Certificate to Trust X

CM=AspenTech InfoPlus.21 OPC UA Explorer, DE=WIN-KRTIBOAKBR
now trusted.

QK

7. 5 “Manage Security” %Ik | % AspenTech.UA.Client. AC.OPCUAEXxplorer | s

“select Certificate to Trust” | £ #:9%CommonApplicationData%\OPC

Foundation\Certificate Stores\UA Applications | X{i; “AspenTech InfoPlus.21 OPC UA

Server” | s OK | Fk A7 OK.

¥ Manage Certificates in Certificate Store - it

Location
Store Type Directory ~
Store Path ‘“CommonApplication Data %0 PC Foundation*Certfficate Stores UA Applications R Browse...
Filters
Subject Name |
Domain | |
lesuer Name | |
Certificate Type [ Application ] Certificate Authority [ ] Sefsigned [ lssued by CA
Has Private Key [ ] Fitter
Name Type Private Key Domains Uri Walid Urtil

AspenTech InfoPlus. 21 OPC UA Client End-Ertity No WIN-KRTIJEOAKER  um:WIN-KRTIJ6OAKER: AspenTech:InfoPlus 21:UAClient  2044-01-24

AspenTech InfoPlus 21 OPC UA Explorer End-Entity No WIN-KRTIJGBOAKER  umilocalhost:AspenTech:InfoPlus 21:UA:Explorer 2068-05-14

AspenTech InfoPlus21 OPC UA Server WIN-KRTIJGOAKBR  um:WIN-KRTIJBOAKER AspenTech:InfoPlus21:UA:Server  2044-01-24

Select Certificate to Trust >

o CM=AspenTech InfoPlusd1 OPC UA Server, DC=WIN-KRTIEOAKER now
trusted,

oK

8. Mt “View Trusted Certificate”
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#K Manage Certificates in Certificate Store — X
Location
Store Type Directory
Store Path “CommonApplicationData %\OPC Foundation\Certfficate Stores \UA Applications
Fitters
Subject Name | | |
Domain | |
lssuer Name | |
Certificate Type  [] Application [] Certificate Authority [ Seff-signed [ lssued by CA
Has Private Key [ Fitter
MName Type Private Key Domains Ui Walid Until
AspenTech InfoPlus.21 OPC UA Client End-Entity Mo WIN-KRTIJEOAKBR  um:WIN-KRTIEOAKER: AspenTech:infoPlus 21:UA Client  2044-01-24
AspenTech InfoPlus. 21 OPC UA Explorer End-Entity Mo WIN-KRTIJEOAKBR  umilocalhost:Aspen Tech:InfoPlus 21:UA:Explorer 20680514
AspenTech InfoPlus21 OPC UA Server End-Entity Mo WIN-KRTIEDAKER  um:WIN-KRTWEDAKER: Aspen Tech:infoPlus21:UA:Server - 2044-01-24
oy T o N N
Kk, TENAZA] LR T
B Aspen OPC UA Explorer V11 - O X
File Help
Select a server below or click Discover Servers. Variable Details | Process Values | Alarms & Conditions
O @

+ Discover Servers

< AspenTech InfoPlus21 OPC UA Server

X]

opc.tepyfwin-krtijboakbr63500/InfoPlus21/0pd >

Display name Browse name Type Data Type Description Node Class Process Value Access Level OPC brows:

opctop/fwin-krtijfoakbr63500/InfoPlus21

opctopyfwin-krtijéoakbr63500/InfoPlus21

http:/fwin-krtijoakbr63501/InfoPlus21/0p

http:/fwin-krtijioakbr63501/InfoPlus21/0p

http:/fwin-krtijioakbr63501/InfoPlus21/0p

) Authentication Settings X

Server authentication UserName
Username Sadministrator

Password |...l...|-| |
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Type L [
Cisplay name °

Select a server below or click Discover Servers.

o Discover Servers

€ opctepy/fwin-krtijboakbr63500/InfoPlus21/0pc 4

4 [] Objects
¢+ [ DA
b [] Raw
I [ Server

) Aspen OPC UA Explorer V11 - O X
File Help
‘ariable Details | Process Values | Alarms & Conditions
o Select items for i
O @B

Display name Browse name Type Data Type Description Mode Class Process Value Access Level OPC brows:

B 1 DA, &k n] DB 21— S H Al ) 5E 3o

[2) Aspen OPC UA Explorer V11 - m] X
File Help
Variable Details | Process Values | Alarms & Conditions
o Select items for -
O @

Display name o

Select a server below or click Discover Servers.

o Discover Servers

€ opcicpy//win-krtijeoakbr:63500/InfoPlus21/0pc 4

4 [] objects
4[] pa
b [ IP_AnalogDblDef
b [ IP_AnalogDef
v [] IP_DiscreteDef
I |P_TextDef
4[]
I
I
I
I
I
I
I
I

=

AccountingDef
ACTG_AssocDef
ACTG_ConscleDef
ACTG_ListDef
ACTG_TimesDef
ACTG_ TypeDef
ACTGPeriodsDef
ACTGPriorityDef

000000000

~

Display name Browse name Type Data Type Description Mode Class Procass Value Access Level OPC brows:

Server opc.tep:/fwin-krtijdoakbr:635300/InfoPlus2 1/0pcla/Server - [SignAndEncrypt:Basic128Rsa15:Binary] is connected

Kegtia]

UA

Explorer

Certificate
BadSecurityChecksFailed
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